Table5

Resulting Ciphertext from the Variable Plaintext Known Answer Test for Skipjack

(NOTE: KEY = 00 00 00 00 00 00 00 00 00 00)

ROUND PLAINTEXT or IV (depending CIPHERTEXT
on mode)
00 80 00 00 00 00 00 00 00 9A 90 BC OB 75 C7 37 03
01 40 00 00 00 00 00 00 00 CC 68 4359 8C 73 2B BE
02 20 00 00 00 00 00 00 00 1372953509B3C14C
03 10 00 00 00 00 00 00 00 70 AA AA 8418 E4 89 30
04 08 00 00 00 00 00 00 00 E4 BOB4 A1 39 E8 54 6E
05 04 00 00 00 00 00 00 00 70 18 F7 13 66 14 6E AF
06 02 00 00 00 00 00 00 00 B3 8F 3D 7E 4F 2D 25 3D
07 01 00 00 00 00 00 00 00 D6 4B A2 0651 13 D9 1E
08 00 80 00 00 00 00 00 00 F9 5B 92 2F 14 27 A9 F2
09 00 40 00 00 00 00 00 00 6B 64 2F DE 40 85 85 86
10 00 20 00 00 00 00 00 00 6C F5 2D 5E 61 69 52 17
11 00 10 00 00 00 00 00 00 BC OF 6B CA 62 E1 39 A6
12 00 08 00 00 00 00 00 00 6A D503 DC 2A BOBF E2
13 00 04 00 00 00 00 00 00 AFAD D7 CA B6723516
14 00 02 00 00 00 00 00 00 0042 1B 89 5A F5 CO 0A
15 00 01 00 00 00 00 00 00 CA D0 45 6C F8 6C D5 98
16 00 00 80 00 00 00 00 00 16 F4 1C 8F 8A 6A 5B 79
17 00 00 40 00 00 00 00 00 4C E7 71 C7 51 BA 27 60
18 00 00 20 00 00 00 00 00 72 C902 E5 8C E5 5B 87
19 00 00 10 00 00 00 00 00 6D 37 8C 66 64 DO 01 10
20 00 00 08 00 00 00 00 00 AC 27 B8 5B OA 75 ES BA
21 00 00 04 00 00 00 00 00 54 DF 3A 75 5B 00 63 D2
22 00 00 02 00 00 00 00 00 31 4F 4D 28 6D B4 90 58
23 00 00 01 00 00 00 00 00 88 AE 06 66 B2 A0 78 46
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ROUND PLAINTEXT or 1V (depending CIPHERTEXT
on mode)
24 00 00 00 80 00 00 00 00 D8 60 A8 D9 A0 2C BC ES8
25 00 00 00 40 00 00 00 00 37 CE 5E EA 53 1353 5D
26 00 00 00 20 00 00 00 00 733A F92D A1C18026
27 00 00 00 10 00 00 00 00 34 1C 23 5F 6E 32 98 1D
28 00 00 00 08 00 00 00 00 C6 A6 56 14 47 D9 EO 96
29 00 00 00 04 00 00 00 00 C55066 A8 D8 39 E5 FA
30 00 00 00 02 00 00 00 00 6586 4B 48 79 11 A1 0C
31 00 00 00 01 00 00 00 00 872907 E2 D3 36 33 2A
32 00 00 00 00 80 00 00 00 AF 037688 E7 A5249C
33 00 00 00 00 40 00 00 00 C1FCD1B4DCC2ACBB
34 00 00 00 00 20 00 00 00 40 48 48 80 2D 69 3D DA
35 00 00 00 00 10 00 00 00 B2 DC CE E3 3B 15 6D B6
36 00 00 00 00 08 00 00 00 E6 20 F4 2A 7F A9 01 0B
37 00 00 00 00 04 00 00 00 7CF067 F3BD 3E C353
38 00 00 00 00 02 00 00 00 0637 78 1F 1A 347281
39 00 00 00 00 01 00 00 00 4741 F1464B 7170 8E
40 00 00 00 00 00 80 00 00 ED AD 33 F4 56 F5 14 DF
41 00 00 00 00 00 40 00 00 ED 81 27 48 B7 F5 23 E9
42 00 00 00 00 00 20 00 00 83 8C 9C C383 D4 62 97
43 00 00 00 00 00 10 00 00 FB 2B CO FC C9 2F 9B 24
44 00 00 00 00 00 08 00 00 E59A A1 12 2A 6544 32
45 00 00 00 00 00 04 00 00 D4 C8 EF 7E 06 43 12 53
46 00 00 00 00 00 02 00 00 32 ED 6328 14 C2 A8 56
47 00 00 00 00 00 01 00 00 5D C2 9F 7D E9 6E E5 2C
438 00 00 00 00 00 00 80 00 68 A0 7C 7E 8E AD D5 61
49 00 00 00 00 00 00 40 00 B2 7068 F2 D6 B3 37 E2
50 00 00 00 00 00 00 20 00 1A F51E9C 29 BF DC 7B
51 00 00 00 00 00 00 10 00 92 1D BD 9B 1C 6B EA EB

138




ROUND PLAINTEXT or 1V (depending CIPHERTEXT
on mode)
52 00 00 00 00 00 00 08 00 5B 6A 60 22 3594 35 D2
53 00 00 00 00 00 00 04 00 D774 C62374B2 3B 09
54 00 00 00 00 00 00 02 00 FD 9F 05 27 59 4C E3 7B
55 00 00 000000000100 6786 01 C8 B364 A7 94
56 00 00 00 00 00 00 00 80 D51822 8D 5B 0B E3 D7
57 00 00 00 00 00 00 00 40 A4 5F EE 6B DD 1F 73 4A
58 00 00 00 00 00 00 00 20 D1 BA 9551 DF 7C D5 68
59 00 00 00 00 00 00 00 10 AEA33D 09DC 9D 13 10
60 00 00 00 00 00 00 00 08 96 B4 91 C1FE 44 3E9A
61 00 00 00 00 00 00 00 04 DO EO 14 CF EE 94 58 9D
62 00 00 00 00 00 00 00 02 OB 9E 44 B5 37 AF 28 79
63 00 00 00 00 00 00 00 01 22 F4 28 E3 EC 49 1E 60
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Table6

Resulting Ciphertext from the Variable Key Known Answer Test for Skipjack

((NOTE: Plaintext/text = 00 00 00 00 00 00 00 00 and, where applicable, |V = 00 00 00 00 00 00 00 00)

ROUND KEY CIPHERTEXT
0 80 00 00 00 00 00 00 00 00 00 7A 00 E4 94 41 46 1F 5A
1 40 00 00 00 00 00 00 00 00 00 Al14F F8 BC D1 BC 9E F9
2 20 00 00 00 00 00 00 00 00 00 D7 E8 10 38 5A 42 AA EA
3 10 00 00 00 00 00 00 00 00 00 28 FE 2C 33 32 AA BD 35
4 08 00 00 00 00 00 00 00 00 00 3F CO FO 5E E6 CE 78 8A
5 04 00 00 00 00 00 00 00 00 00 44 3D DO CB 75 26 F7 4B
6 02 00 00 00 00 00 00 00 00 00 AD 81 9E 67 7C F9 03 05
7 01 00 00 00 00 00 00 00 00 00 98 91 75 5E 5E BA 5B 1D
8 00 80 00 00 00 00 00 00 00 00 OE 64 B4 94 63 3B F2CB
9 00 40 00 00 00 00 00 00 00 00 63 38 1A 08 A4 7F C4 8D
10 00 20 00 00 00 00 00 00 00 00 F4 10 8B 09 9B 04 70 40
11 00 10 00 00 00 00 00 00 00 00 7402 16 61 4E DO E2 5B
12 00 08 00 00 00 00 00 00 00 00 800091 7B 2E 16 B9 2A
13 00 04 00 00 00 00 00 00 00 00 A9 76 9B 62 B3 A0 BE 4E
14 00 02 00 00 00 00 00 00 00 00 42FDB872EA 314121
15 00 01 00 00 00 00 00 00 00 00 1D 67 2B A0 15 6A B3 9D
16 00 00 80 00 00 00 00 00 00 00 F4 4441 D7 C7 77 FO 57
17 00 00 40 00 00 00 00 00 00 00 EA 48 7D DC 36 0D 15 94
18 00 00 20 00 00 00 00 00 00 00 32 4B OE 78 5F F2 B9 08
19 00 00 10 00 00 00 00 00 00 00 1A F5 9E C2 B9 D6 4C 4F
20 00 00 08 00 00 00 00 00 00 00 81 9B 7E 10 2E 76 AO EE
21 00 00 04 00 00 00 00 00 00 00 0B 0B FE OD 4A 37 AA 9E
22 00 00 02 00 00 00 00 00 00 00 12 B4 3E 37 60 D3 0D A6
23 00 00 01 00 00 00 00 00 00 00 3177 256C 46 15 41 EE
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ROUND KEY CIPHERTEXT
24 00 00 00 80 00 00 00 00 00 00 36 00 EB 92 83 6C A0 26
25 00 00 00 40 00 00 00 00 00 00 75A435AD 22 ECF7 93
26 00 00 00 20 00 00 00 00 00 00 7190 AA 9913 C1F9 EC
27 00 00 00 10 00 00 00 00 00 00 AB A718B185A11D DO
28 00 00 00 08 00 00 00 00 00 00 40 F6 7TA BF CC 3B 87 3C
29 00 00 00 04 00 00 00 00 00 00 38 A0 A5 8F B0 97 28 F2
30 00 00 00 02 00 00 00 00 00 00 CA 70 2E 49 BF 6F A6 45
31 00 00 00 01 00 00 00 00 00 00 45 5D 93 FO 39 EA 08 60
32 00 00 00 00 80 00 00 00 00 00 53 47 64 3F E8 03 88 3F
33 00 00 00 00 40 00 00 00 00 00 F4 OF FLDC BA 2B C1 E5
34 00 00 00 00 20 00 00 00 00 00 57 4A 48 48 36 9D 41 2E
35 00 00 00 00 10 00 00 00 00 00 B2 BE 93 6E 36 67 06 36
36 00 00 00 00 08 00 00 00 00 00 5C 8851 7D 27 42 E6 19
37 00 00 00 00 04 00 00 00 00 00 99 3C 89 DO 9A 2F E5 56
38 00 00 00 00 02 00 00 00 00 00 1A 3F 72 DA 69 4C 9F C7
39 00 00 00 00 01 00 00 00 00 00 96 59 D5 22 8F 4C B1 51
40 00 00 00 00 00 80 00 00 00 00 7C 13 F4 9E 75 OF 5C 30
41 00 00 00 00 00 40 00 00 00 00 3500BD 40 7B CD 01 F6
42 00 00 00 00 00 20 00 00 00 00 85 C5 8E 3C 49 44 20 28
43 00 00 00 00 00 10 00 00 00 00 8413 84 OA 2D 48 AB EA
44 00 00 00 00 00 08 00 00 00 00 8328 50 E6 E5 C4 AE 5A
45 00 00 00 00 00 04 00 00 00 00 29 E9 7F 0D 9F OF DC 5F
46 00 00 00 00 00 02 00 00 00 00 2C 45230437 FF2E04
47 00 00 00 00 00 01 00 00 00 00 10 C4 09 FB 87 2A 98 4F
48 00 00 00 00 00 00 80 00 00 00 1469 3B 30 C3 AF 74 70
49 00 00 00 00 00 00 40 00 00 00 91 3A 90 50 D5 85 BA B9
50 00 00 00 00 00 00 20 00 00 00 5B FB OF 83 AB OC 6E EA
51 00 00 00 00 00 00 10 00 00 00 6C OC A7 28 4D 83 6A AE
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ROUND KEY CIPHERTEXT

52 00 00 00 00 00 00 08 00 00 00 ACS5727D6 12 E185ES8
53 00 00 00 00 00 00 04 00 00 00 38 D7 D596 A3 D2 9D 90
54 00 00 00 00 00 00 02 00 00 00 78 BA DA D3 BC 43 6C A2
55 00 00 00 00 00 00 01 00 00 00 E4 0577 87 41 B0 4B AO
56 00 00 00 00 00 00 00 80 00 00 72 FF E4 3D EA 02 AF A5
57 00 00 00 00 00 00 00 40 00 00 52 E9 31 DF 24 8C E4 C7
58 00 00 00 00 00 00 00 20 00 00 4B B1 65 FD B3 BF F6 5C
59 00 00 00 00 00 00 00 10 00 00 7CFA FA 68 61 D7 B4 7D
60 00 00 00 00 00 00 00 08 00 00 48 D1 7552 31 F8 7A 2A
61 00 00 00 00 00 00 00 04 00 00 41 32 07 DA 1C 9B 6A B5
62 00 00 00 00 00 00 00 02 00 00 63 F8 18 E9 38 2A 27 78
63 00 00 00 00 00 00 00 01 00 00 ED AF 2B 85 FC 30 EB 09
64 00 00 00 00 00 00 00 00 80 00 11 FC 59 93 82 07 63 F7
65 00 00 00 00 00 00 00 00 40 00 E5 39 C3 96 99 15 09 2F
66 00 00 00 00 00 00 00 00 20 00 50 6F 6A 1E 83 4A D8 F7
67 00 00 00 00 00 00 00 00 10 00 8B 15 BA 3047 FA 3195
68 00 00 00 00 00 00 00 00 08 00 130B E1 5C 39 3E 4B 7A
69 00 00 00 00 00 00 00 00 04 00 8895EC3104CA 1041
70 00 00 00 00 00 00 00 00 02 00 E4 40 AC DF 4B 64 C9 C9
71 00 00 00 00 00 00 00 00 01 00 C2 3280 EB E0 93 FO 02
72 00 00 00 00 00 00 00 00 00 80 52 64 A6 57 41 FE 78 E3
73 00 00 00 00 00 00 00 00 00 40 80 89 2E 76 85 47 CE 61
74 00 00 00 00 00 00 00 00 00 20 0911412D 7209 34 75
75 00 00 00 00 00 00 00 00 00 10 9F 21 AA 76 47 83 E6 49
76 00 00 00 00 00 00 00 00 00 08 4C A9 FA BE AD 2C 02 C6
77 00 00 00 00 00 00 00 00 00 04 59 CE 10 97 3A 7B 1F D5
78 00 00 00 00 00 00 00 00 00 02 68 3B 29 34 EO CC BE AA
79 00 00 00 00 00 00 00 00 00 01 74 DO E7 C2 E3 B4 50 A8
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